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Pa rt 1 a 2. Connect the EdgeSentry “A” port to the network for monitoring and configuring the
system. Sometimes this will be the same network as the network you are monitoring.

Basic connections
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Part1b

Basic connections
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1. Connect a keyboard, mouse and monitor to the EdgeSentry

2. Login to the EdgeSentry using the ‘EdgeSentry’ username and the
password that is on the system paperwork or on the bottom of the unit.

3. Change the Windows password (click on the Windows button on the
bottom left hand corner, then Settings, Accounts, Sign-in options,
Password)

4. Configure IP Addresses:

Scenario 1-both ports are connected to the same network
Assign the L port an APIPA address (169.254.1.xxx and a subnet mask of 255.255.255.0)
Let the A port use a DHCP address or assign it an unused address from the target network

Scenario 2 - Connections are to different networks and you are permitted to put traffic onto the target
network
Let both ports obtain DHCP addresses or assign each port an IP address for its network.

Scenario 3 - Connections are to different networks and you are NOT permitted to put traffic
onto the target network

Assign the L port an APIPA address (169.254.1.xxx and a subnet mask of 255.255.255.0)

Let the A port use a DHCP address or assign it an unused address from the administration
network
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1. Open the ES-Portal app Datensaft inc

EdgeSentry

ES-Portal

Quick start guide

Click “Login to local

Desktop icon EdgeSentry”

EdgeSentry

Login screen

. Add users, acknowledge the end use license agreement (EULA)

Add a new ADMIN user for remote access

Delete the default user

Scroll to the bottom of the EULA and check the box acknowledging the EULA
Log out and log back in using the “Login to local EdgeSentry” button

Part 2a

Quick Configuration
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1. From the main screen select Quick Configuration

EdgeSentry

Home menu | ES-102 LMN Demo

EdgeSentry operational Learn Process [ Siteinformation

Basic setup
Receiver 1 online Email setup

Receiver setup
Receiver 2 online

Switch interface setup

Q u i C k St a rt g u i d e C li . k “Q T i . k Total network devices Active network devices Authorized devices

0 0

Unauthorized devices

5 o o o Authorized offline devices
Configuration” icon or el

tt / o Quick Configuration Total connections
b u O n Use Quick lion to gut a a ot netwark.
L

ou will need to know some basic information slout the site, the IP address Off network connections
range of the monitared netwark and a sample IF address from the monitored

natwark, Once you save this canfiguration, EdgeSentry wil tat 1o earn the Multicast packets
monitored network. This process takes abiout 24 hours to camplete. You can

use Gick Configure and then shut down the uni and move it onto the farget

network (connectad to tha "L port.

EdgeSentry
- 000

Home screen in the “pre-learn” state

Click “Site Info (step 1)”
button

* asamplelP address
Essential pre-l.arn steps (3) Portal Quick ConfiguratiodNES-102 LMN Demo ° S u b n et M a S k
: — /
- w ’ « Gateway

Fill in site information Fillin:

Part 2

Step 1 - site inforMgtion

. . Site address LMN - ES102 - Long term testing - Toronto. Ontario, Canada
l I ' k ‘ :I fl l I Site contact 1 Site contact 2
Contact 1 name Jotn Day Contact 2 name Paul Sorichetti . €¢ [1)
- o < < : E ; .
Step 1 completed SMTP email account Receivers Contacs ghione: 16522.0306 Contact 2 phone (613 292.5 l I ‘ : k a Ve .
No configured configured i
No No Contact 1 email john@imnsofiwarecorp.com Contact 2 email paui@ig#otwarecorp.com 9

Email recipients Receivers on line
configured 0

1

Monitored Network Information Kl :® The SyStem Wil.l
A — _— enter the 24-48 hour
- _— learn process

Email alert spam
browsing detection control

Admin port 1P address:

The sensor will start the lear process after the options in Site Info Step 1 are saved. Use the
Email notifications and the Receiver menus to receive alerts from the sensor. When the learn
process is completed (after 24+ hours), the sensor will configure itself with rules for all the
basic alert types. Three hours later the sensor will automatically review the alerts and remove
any that are causing repeated alerts.

olation mode crdy f the network sdminatrstor prohibits

2 Wdentical alarts wil ot you trom puttes baffc onto the mortored network
2hours v | o

period

Maost sensor configurations do not require anything beyond these three steps. Consider
reviewing the Authorization and Device Name settings for each device in the Devices menu
after the learn process is completed.

Isolation mode (€) Isolation mode not n use

[ Save ]r [ Proceed to next step ]
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1. The system is in learn mode
EdgeSentry

Learn status

Receiver setup

Switch interface setup

Q Authorized devices 0
Quick start guide Devices detected =5 [ IR e

Total connections.

Off network connections

Multicast packets

EdgeSentry
- 000

Home screen in the “learn” process

Next steps (optional) SMTP email account information
* Add email notifications (SMTP) A ST el sccount

* Add an EdgeSentry receiver

Send Delete
From address Password Tath Accoint
Replace this entry smtp.gmail.com system.owner@someserver.comr 587 Test - Refresh

Essential pre-learn steps (3)

Part 3a

Learn process

Account Address: the email address of the SMTP account

Step 1 completed SMTP email account Receivers

Email server: the address of the SMTP service

From address: any valid email address — note that a test
will send to this address

e Info Step 1 are saved. Use the
0 receive alerts from the sensor. When the learn

s ot 5 o et Port: network port used by your SMTP service
are cat repeated alerts. (Ofte n 587)

onfigurations do not require anything beyond these three steps. Consider
vice in the Devic

lost se «
reviewing the Authorization and Device Name settings for each dey

es menu
after the learn process is completed.
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1. Is learn completed? Datensaflt inc

Home menu | ES-102 LMN Demo

EdgeSentry

sic setuy

Learn status

Shows 100% Learn and Configuration

reports:

When each process completes,
EdgeSentry creates a reportin
the My Documents\Reports
directory

Quick start guide

2. Is auto-configuration

completed? /

Devices are sorted
into categories

Home screen — learn completed

3. Have rules been auto-corrected?

EdgeSentry goes through a rule cleanup process three hours after Auto-Configuration. If that
process has completed, you should see some reports in the My Documents\Reports directory that

Pa rt 3 b include either “Rules_Removed” or “Rules_Adjusted” in the title.

Post learn and 4. Normaloperation  Thg gystem should show a
. . few alerts over a 3 or 7 day
pOSt COI’]fIgU ration period. Usually there will be

a large number of alerts from

devices being detected in
the learn process.

nus | ES-102 LMN Demo

Click on the
Status button
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